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Abstract 
Recent times have seen an explosive growth in the availability of various kinds of 
electronic banking for different purposes like e-shopping, e-trading, e-auction etc. In 
order to meet the challenges of the latest developments in the area, banks have to 
invest in new technologies. This will help in understanding the customers better and 
provide better services. This also helps in identifying the most powerful attacks, 
expected or unexpected frauds. Solutions for them could also be made possible.  
 
Multi-banking is an environment in which a user can access multiple accounts with a 
single browser. To meet the customer’s requirements like security, speed, reliability etc., 
new technologies have to be introduced by the banks.  In this paper, we describe a 
prototype decision support system for electronic multi-banking. The Authentication 
server uses a Banking transaction Service Model for authenticating a user and notifying 
the banks either to provide or deny the services to a particular user. Banking Transaction 
Service model (BTSM) acts as a decision support system. The intermediate server acts 
as a link between the customer and various banks. We also briefly discuss an 
application of data mining for analyzing the large datasets collected from the information 
provided by the user. 
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INTRODUCTION 
Multi-banking is an environment which allows a particular user/customer to operate 
his/her multiple bank accounts, once he/she logged in to any bank’s server[1]. The 
server of the bank has to act as a link between user and the banks until authentication is 
done. As the risk levels are high in multi-banking, it is always advisable to have an 
intermediate server for the purpose of authenticating a user. Again if the intermediate 
server is a third party, then the process could be much more complex. To the 
authentication server, all the credentials information is to be sent either for authentication 
or for service provision. We propose to use an Intermediate Authentication server (IAS) 
which is also a bank server, to authenticate a user and notify the banks regarding the 
request made by the user. The computations and calculations will be done by the IAS for 
decision making. For Example, a user logs on into the Bank-A and requested the 
services of Bank-B, Bank-C and so on, then the Bank-A acts as an Intermediate server 
between the user and the banks.  
 
As an intermediate server the major activities performed by the Bank-A server are: 

 (a) Give the data provided and the data which is existed in the database to the model, 
 (b) Decision making and token generation for the genuine user,  
 (c) Notifying the banks to provide or deny the services. We propose to use a data  
      mining model for the purpose of arriving at a decision. 

 
Efficient utilization of data whichever is available could be helpful in the decision making 
process.  
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As the volume of data collected and stored in databases while performing online 
transactions are considerably more, one can think of using data mining techniques. Data 
mining is one such technique which is relatively a new trend[2]. Various companies and 
organizations adopt such methods in order to increase their profit and diminish their cost 
[3]. The development and continuous training of prediction models is a very significant 
task. Accurate prediction of future facts is possible if such models are applied to specific 
banking units. Data mining techniques enable successful prediction of various 
parameters related to banking. Prediction making requires the correct parameter 
determination that will be used for predictions and finally for decision-making. 

 
Decision-making process in multi-banking is critical because of the sensitivity and 
complexity of data. Use of data mining models can be a solution for handling huge 
amounts of data to arrive at decisions. Data mining is a decision-support process, which 
is based on artificial intelligence (AI), machine learning, statistical, and other 
technologies. Highly automated analysis of the original enterprise data, forecasting the 
client’s behavior and helping the decision makers is done by data mining [1, 2 and 3]. 
Adequate methods are needed to handle the most risky situations. The proposed system 
is designed to assist a bank to come out with a decision regarding provision/denial of 
services to a customer with respect to the request made by him/her who wishes to 
operate his/her multiple bank accounts with a single sign-in and it may represent as 
extension to the existing online banking activities. 
 

Existing e-banking model: E-banking is an umbrella term for the process by which a 
customer may perform banking transactions electronically without visiting a brick-and-
mortar institution [4]. As shown in the figure 1, in the existing e-banking model, the user 
has to start operating his/her bank account by entering into the particular bank’s website 
through the internet. Then, the Internet banking server will receive the request through a 
firewall and process the request by verifying the data obtained with that already existing 
in the database.  
Some of the major drawbacks in the existing system are: 

A. A user can operate only one account at a time. 
B. Information transmission is subject to many attacks. 
C. Threat of Phishing attack is considerable. 
D.  No three factor (i.e., username, password and biometric) authentication. 

 
 

 
 
 
 
 
         
 
 
 
 

Figure 1: Process of Existing online banking system 
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The rest of the paper is organized as follows: Section 2 gives an overview of the 
proposed e-multibanking model and flow of messages. Section 3 describes the banking 
Transaction Service model (BTSM) for authentication and fraud detection. Section 4 
gives an overview of generating the predictions for e-multibanking data set. Section 5 
discusses the probability of success in hacking the existing system and in improvement 
using the data mining concept in the proposed system compared with the existing 
system. The last section deals with simulations and conclusion.  
 

PROPOSED E-MULTIBANKING MODEL AND FLOW OF MESSAGES  

In the proposed Electronic multi-banking model, a user initially sends a request to a 
bank. After successful completion of the authentication process, the bank server 
provides various options to enable multi-banking to the user. Then the bank server acts 
as an intermediary between the user and the other banks requested by the user. It is the 
initial bank server that gets the request from the user which acts as an intermediary 
server. And it is the sole responsibility of the server to authenticate a user. The 
Authentication server would use the data mining model for making the decision to 
provide or deny the services.  Intelligent phishing detection system for e-banking using 
fuzzy data mining concept was earlier used in order to detect the phishing frauds [5].The 
following figure 2 gives a bird’s eye view of the proposed model. 
 
In the proposed e-multibanking model illustrated in figure 2, the participating entities are: 

(a) A customer in the client side (C). 
(b) An intermediate authentication server (IAS). 
(c) Number of banks(B1, B2, B3 and so on, i.e. Bi for i-1,2,----------n where n is the 

number of banks) and 
(d) Banking Transaction Service model (BTSM) which actually processes the data 

received intellectually by considering various parameters and comes out with a 
decision, which in turn would be communicated to the Intermediate 
Authentication Server (IAS). 

 
The process which is to be carried out in the model presented in figure 2 is as follows: 

I. Initially, the user sends a request to the bank requesting the services of 
other banks along with that particular bank’s services. 

II. The bank server to which the user has sent the request itself acts as an 
intermediate server for authentication and notification. 

III. The IAS (Initial bank server to which the request is sent) comes out with a 
decision based on the model which considers various parameters 
dynamically, computes the result and supports the decision making 
process. 

IV. Once the decision has been taken, the user will be communicated the 
same along with a generated new token. 

V. If the data presented to the model satisfies the required conditions, then 
the decision of service provision may be communicated the concerned 
banks. 

VI. After receiving the information from the authentication server i.e. the initial 
bank server, the banks will start direct communication with the user for 
providing the services. 
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                                          Figure 2: Proposed e-multi-banking model 

 
Multiple banks offer their products/services to the customer with the help of the 
intermediary, which additionally acts as mediator between those entities by facilitating 
the multi-tasking process. Hence, the customer delegates to an authoritative IAS (Bank 
server) which proceeds with the distribution of client request messages to Bi and she is 
in charge of compounding the bank’s responses as a unique message to C. 
 
As shown in Figure 2, our model considers that banks Bi have no direct connection to 
BTSM (Banking transaction service model). Thus, all the payments authorization 
information should be transmitted to the transaction service processor through the client 
application. The client application starts the process after the customer checks out the 
services of various banks i.e., the list of banks available for service. 
 
Advantages of the proposed model over the existing model: 
1. Initial additional investment required minimized. With this model, it would be 

possible to upgrade the existing system by adding some important features. 
2. As the bank server acts as an intermediary server, it can be trusted to a good 

extent. 
3. The user interaction could be much easier. 
4. User satisfaction would be a plus. 
5. Risk of offline dictionary attacks could be reduced. 
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BTSM (BANKING TRANSACTION SERVICE MODEL) FOR 
AUTHENTICATION AND FRAUD DETECTION 
BTSM (Banking Transaction Service Model) is used by the Intermediate authentication 
server. The purpose of this is authenticating a user and notifying the banks to provide or 
deny the services. The IAS initially gives the acquired data from the customer/user to the 
model. The IAS then identifies the feasibility of providing the services to the particular 
user or denying the services based on the decision given by the model.   
 
The model used by IAS considers various parameters related to the user and also the 
associations as well as his relationships. The various aspects that the model would 
consider are: 

a. The past transactions of the user with the banks. 
b. The current balances maintained in each bank. 
c. Past guarantees given by him/her. 
d. Current guarantees given by him/her 
e. Past commitments to be as security for someone else. 
f. Current commitments to be as security for someone else. 
g. The history of the customers to whom the guarantee has been given. 
h. The history of the customers to whom the security has been given. 
i. Past loans taken from the banks. 
j. Current loans taken from the banks. 
k. Loan repayment history of the user. 
l. Loans taken by people to whom the guarantee/security has been 

given. 
m. Loan Repayment history of the customers to whom the 

guarantee/security has been given. 
n. The information about the users who are related to the user. 
o. History of the user’s family members with other banks. 

 
The model which is used by the Intermediate Authentication Server could comprise the 
following: 

a. Current Information of the customer/account holder 
b. Past Information 
c. Transactional Information 
d. Account Information 
e. Relationship with the customers of the same bank or the other banks. 

As shown in the figure 3, the basic things which are listed above can be split further like : 
loan information, information of security and guarantee given to others currently as well 
as in the past. account information, transactional information with the other banks or the 
same bank and relationships with the customers of the same bank and also with those of 
other banks. The general representation of transactions performed by three users is 
shown in the table 1. Tables 2, 3, 4, 5 show the various possible combinations of the 
transactions performed by the user and the conditions.    
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Figure 3: Representation of various parameters which are analyzed by the model 

 
  

PROBABILITY OF SUCCESS IN ACCESSING THE EXISTING SYSTEM AND 
IN SECURING THE PROPOSED SYSTEM 
 
Whenever a data is sent from a particular user to the authentication server, there is a 
probability for the authentication server to identify whether the user is genuine or fraud. 
The user behavior analysis is done. It is an inevitable fact that if more number of factors 
is involved in authentication, then the probability that the system is being attacked 
would be less. Analysis- based simulations are done using the lab view and the results 
are presented further in this paper.  
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Probability 
of success 

The authentication server gets the data. If the trusted authentication server itself is 
compromised, then someone can try to hack the entire data. We calculate the 
probability of a fraudulent user being successful in an attempt by considering the total 
number of attempts made.        
 
Let n be the sample space i.e. number of possible combinations that can be made by 
the user. 

Let pk is the probability of success in kth trial. 
 
Then 
 
Probability of success in first attempt (p1) = 1/n 
 
                            n=1/p1                                                                                                                  (1) 

 
Probability of success in second attempt (p2) = 1/(n-1) = 1/(1/p1-1) = p1/(1-p1) 
 
Probability of success in kth attempt (pk) = 1/(n-k+1)                                       (2) 
 
 

This signifies that the probability of success slightly increases as the number of attempts 
keeps on increasing which appears to be quite obvious. The same is depicted in the 
figure 5a and 5b for n=100 and n=1000 respectively.  
 
In figure 5a, as k   n the probability of success in kth attempt approaches exponentially to 
1 which is quite obvious. Whereas in figure 5b the variation is almost linear as k is much 
less than n.  

 
                       
 

                    
 
     Number of Attempts                                                     Number of Attempts 
 
Figure 5a : Graph with 100 (n)samples    Figure 5b : Graph with 1000(n) samples 
                                          
                                                    

In the above discussion we computed the probability of success in the individual attempt. 
The logic can be extended for computing the probability of success resulted in a 
particular attempt such that all previous attempts are failed. 

 
 
Probability 
of success 
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From the conditional probability, we have [13] 
          
p(A|B) = p(A   B)/p(A)    and p(B|A) = p(A   B)/p(A)                                           (3) 

From the above we have   
 
                                                                                                                            p(A|B)p(B)         
                                                                                    p(A  B)  =                           (B|A)p(A)  
 
                                                                                                            
                                                                                                                                                     
                                                                                                                                       (4) 

 
Thus, we have p(A|B) = (p(B|A).p(A))/p(B)                                                               
                                                                                                                             (5) 
 
Assuming, 
A = Success in the kth attempt 
B = Failure in (k-1)th attempt 
 
Then 
We have p(B|A) = 1 by assumption that success in A is possible only when B is  
failure. 
 
Thus, 
We have p(A|B) = p(A)/p(B)                                                                    from    (5) 
 
Let us assume probability of A = p(k),  probability of B = 1-p(k-1) 
 
Now we represent p(A|B) = p(k/(k-1)) 
then we have 
p(k/(k-1))=pk/(1-p(k-1))                                                                                (6) 
 
    (1/(n-k+1))/((n-k+1)/(n-k+2))                                                                   (7) 
       = (n-k+2)/ (n-k+1)2                                                                                                
   

 
The above equation (7) will be used further to compute the probability of success in 
securing the system using the proposed technique i.e. the use of data mining model. So 
far we have computed the probability of successful attempt in breaking the security 
aspects using one of the n possible combinations. In the proposed system we add one 
more parameter which is dynamic in nature to provide or deny the services. The 
parameter that is considered here is the Data mining. Here, though the user could break 
the password, the services provision will be further verified based on the decision of the 
data mining model. This is likely to increase the security aspect of the system. We 
assume this data mining model is independent upon the existing single parameter 
passwords.  
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The data mining techniques further reduces the probability of the successful attempts by 
adding a factor c. Then we recalculate the above equation 3, 4 and the same is 
discussed below. 

 
 Let c be the factor to be introduced,  
such that  
 0<=c<=1  
 From (7) 
pk/pk-1=(1/(n-k+1))/((n-k+1)/(n-k+2))       
 
We can calculate pk/pk-1 = (c/(n-k+1))/(1-(c/(n-k+2)) 
 
This implies               =   (c(n-k+2))/((n-k+1).(n-k+2-c)) 

 
The variation of the probability is shown in the figure 6 for different value of c. From the 
graph we can understand that, after adding one more parameter namely c, the 
probability of securing the system is increasing irrespective of the number of attempts 
made. The reason behind this is that the importance will be given for the user behavior, 
past data etc, by the BTSM model that is proposed. It is a proven fact that the parallel 
and distributed computing enhances the cyber security [14]. So, to achieve the best 
level of security, we should use the computational results that are parallel computed 
when user requests for the provision of services. 

 

 
  Figure 6: Graphical representation after adding parameter c 
 

SIMULATION 
A rich domain model is required to facilitate the decision making process and an 
expressive plan representation mechanism for fraud detection. The prime requirement of 
the model is the real time response to the unpredictable events. Petri nets are a powerful 
tool for modeling and analysis of discrete event systems. Petri nets allow a structured 
representation for static knowledge and in addition, they provide a systematic procedure 
for reasoning, which captures the dynamic behavior of the domain (here e-banking 
domain). The ability of Petri nets to represent causality, concurrency and conflict 
relations explicitly makes them an excellent tool for representing the planning problem or 
a decision making problem. The decision making process can be defined either by a 
series of actions that cause a system to achieve or maintain a goal state or by a 
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sequence of state transitions starting from an initial state to a goal state. In this work, the 
process is represented by a series of actions.  

 
Places Used: Various places which are being used to represent different states are 

a) User 
b) Authentication server gets data 
c) Data model receives data and sends back the result to the authentication server 

after necessary computations. 
d) Banks get information 
e) Sending Information 
f) Communicating to the user. 

Transitions Used: Various transitions used to represent different processes that are 
being carried out are: 

a) Send data received from the user to the authentication server 
b) Transmit the data to the model and from the model to the server 
c) Communicate the decision to the bank if user is successfully authenticated 
d) Provide or Deny the service to a particular user 

 

The Simulations are done using the simulation tool HPSIM. During the process we 
observed that the flow of information is initially going to be from the user to the 
intermediate authentication server and then to the banks requested by the user. 
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CONCLUSION 
We conclude by saying that electronic multibanking security could be enhanced with the 
help of trusted third party authentication server. The third party server can be any of the 
bank server’s. Use of Data Mining techniques for decision making could improve the 
security aspect of the system. Multi-banking is an emerging area which is drawing the 
attention of both the user’s as well as the service providers. In order to provide better 
services with a greater security banks have to go for novel concepts and models, 
obviously. Data mining models are one of such models that can be used effectively for 
fraud detection and identification of fraudulent activities. In future, we would like to 
enhance this work by analyzing various possible combinations of relationships among 
the customers and also how data mining can be effectively used in multi-banking, so that 
security can be at par with the level of services provided by the banks. We also would 
like to work on privacy preserved data mining for multi-banking. 
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